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The PrintBoss security features allow an admintigtré restrict access to specified functions waitthie program.
Accessibility can be gained through password amed disk, and each user can have a different |Idvatcess.

Windows users need FULL CONTROL of the PrintBoseatory for the PrintBoss application to function
properly. If there is a need to lock down accegh¢ program, it should be set through PrintBessisty.
Security settings are not required, but are avigldlgesired. PrintBoss will function normallysecurity is not
activated.

Security settings only need to be defined oncealforvorkstations when PrintBoss is installed oretwork.

Multiple users can access PrintBoss simultanedusty different workstations when PrintBoss is itisthon a
shared network drive. If the PrintBoss applicai®mstalled locally on workstations, then segusittings need to
be defined for each workstation.

SETTING UP SECURITY

SECURITY ACCESS
The Administrator or Supervisor determines therietstd functions.

1. Open the PrintBoss Master Application.
2. Click on theOptions menu and sele8ecurity. TheSecurity Acceswindow opens.
3. Enter the Master Password or insert the origingibteation disk shipped with your copy of PrintBoss
a. Enteradmin(lower case) in the Master Password field for finsie installations.
b. ORInsert the registration floppy (older installatiotihat have updated) into the drive and enter the
correct drive letter in thinsert Distribution Disk in drive field.
4. Click OK. TheSecurity Settingsindow opens.

There are three tabs on the Security Settings winfat the Basic User Rights tab changes namewaradién
when the Security Method on the General Settinigsstahanged to Advanced. The fields on eachexddahabs are
explained in more detail in Appendix D of this mahu

SET BASIC USER RIGHTS (STANDARD)

A set of Basic User Rights can be created thategpd all PrintBoss users. Additional rights tenassigned to
individual users. These users will need to beteckan the Advanced User Rights tab and assigpedsword.
The restricted features will only be availablette tiser when they Log-In to PrintBoss.

Open the PrintBoss Master Application.

Click on theOptions menu and sele&ecurity.

Enter the Master Password.

Click on theBasic User Rights tab. This tab is available wh8tandardis selected as tHgecurity Method
on theGeneral Settingtab.
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'% Security Settings ET)

General Settings  Basic User Rights | Advanced User Rights

The rights selected below are available to all users

v Access Work Files

v| Access Archives

¥ Process Text Input Files

v| Change Printer Setup

| Print Originals

| Print Copies

¥ Allow Re-prints from Work/Archive Files
Allow for Online Updates from "About”
Edit Form Files
Edit Bank List
Edit Hand Checks
Edit Text Capture Files
Edit Logos/Signatures

| Utilities / Print Samples
Utilities / Print Hand Checks

| Utilities / Print Deposit Slips
Utilities / Install Modules

| Utilities / Fax Service Log

| Utilities / Sig-Disk Usage Log
Options / Configuration
Options / PBoss Driver Settings

v| Options / Form/Bank Request

| Options / Fax Settings
4l Options / Email Settings
To restrict access to a specific function, deselect the checkbox beside the
_y Check Al description of that function. Use the Advanced User Rights tab to define
% Uncheck Al specific users and their additional rights. W OK | X Cancel |

e

5. Check only the features you want all users to acces
a. All features are selected by default.
b. Click theUncheck All button to remove all checkmarks and then check i features you want
all users to access. You may also uncheck spéedicres you want to restrict without using the
Uncheck Allbutton.
6. Click OK when you are finished.

SET SECURITY REQUIRED (ADVANCED)
Advanced security adds another layer of securityelopiring the user to insert an encoded floppk @ito the
computer to access specified features. This mathndnly be used if the computer has a floppy diske.

1. Open the PrintBoss Master Application window anceas Security.
2. Click on theSecurity Method drop down menu on th@eneral Settingsab and choosédvanced
3. Select thesecurity Requiredtab. This tab is only visible when tAelvanced security method is chosen.
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'% Security Settings e

General Settings =~ Security Required | Advanced User Rights ]

User Logged In User Disk Access Description
Access Work Files
Access Archives
Process Text Input Files
Change Printer Setup
Print Originals
Print Copies
Allow Re-prints from Work/Archive Files
Allow for Online Updates from "About”
Edit Form Files
Edit Bank List
Edit Hand Checks
Edit Text Capture Files
Edit Logos/Signatures
Utilities / Print Samples
v| Utilities / Print Hand Checks
Utilities / Print Deposit Slips
v Utilities / Install Modules
Utilities / Fax Semvice Log
Utilities / Sig-Disk Usage Log
& Options / Configuration
v
Options / Form/Bank Request
Options / Fax Settings
Options / Email Settings

All entry points checked will require a User with corresponding access
_'/ Check Al rights. If the left column is checked, the user will need to be logged in,
% Uncheck Al while the right column specifies a User Disk will be needed.|  / 0K | X Cancel |

<] K] K] [&] [&] K]

<
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4. Check only the features you wantréstrict from all general users.
a. Enter a check in thgserLogged Incolumn to require a login to use the feature.
b. Enter a check in theser Diskcolumn to require the user insert an encoded flajigk to use the
feature.
c. A checkin both columns requires both a user lagid insertion of an encoded floppy disk.
d. Items not checked do not require a login or encdlibggby disk to access the feature.
5. Click OK when you are finished.

CREATE USER ACCOUNTS
The steps used to create user accounts are basimkame for both the Standard and Advanced isgeougthods.

1. Open the PrintBoss Master Application window anceas Security.
2. Click on theAdvanced User Rightstab.
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Security Settings =SHECEL X

General Settings ] Basic User Rights  Advanced User Rights ]

Edit

USER i

Hd‘h H|+
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o OK | X Cancel |

he

3. Click on the Plus signH). TheUser Editwindow opens. The following is an example of §tandard
security method.
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Here is an example of tialvanced security method.
("User Edit o)

Users Name |F'au|a

Password |passw0rd

Rights List for this User/Disk User Disk
L="Login required User Disk Floppy Drive |A—
D= user Disk required
B= Both login and disk Valid Through | 12/31/2020

Files

\ < Clear User Disk ‘
Text Input Files

Printer Setup ‘

Read User Disk

- Allc xe-prints from Work/Archive § Write User Disk ‘
| L - Allow for Online Updates from "Abc
v| L - Edit Form Files
v| L - Edit Bank List
v| L - Edit Hand Checks
I v| L - Edit Text Capture Files
| L - Edit Logos/Signatures
- Utilities / Print Samples
v| B - Utilities / Print Hand Checks
- Utilities / Print Deposit Slips
v| L - Utilities / Install Modules
- Utilities / Fax Senice Log
- Utilities / Sig-Disk Usage Log
v| L - Options / Configuration
v| L - Options / PBoss Driver Settings
- Options { Form/Bank Request
- Options | Fax Settings
- Options / Email Settings

o OK

g Checkail | 3 uncheck Al | X Cancel

4. Enter aUser Name Enter the user's Windows User Name if you would likertableAuto Loginon the
General Settingsecurity tab.

5. Enter aPasswordfor this user. Passwords are visible to anyone who kaddister Password to access
Security.

h
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6. Check the available features to provide secure access to this user.
a. These features will be available to the selected user after he/she fuligdess in to PrintBoss when
the Standard security method is selected.
b. TheAdvancedsecurity method indicates how the user can access these fedtarethey are checked.
i. L-Loginrequired
i. D -Disk required
iii. B —Both a login and distribution disk are required fwress
7. Advanced Only— Create a user Disk if the letters B or D appear next tofimg features on
the User Edit screen.
a. Insert a floppy drive into your computer.
b. Enter the drive letter for the floppy in thuser Disk Floppy Drive field.
c. Enter an expiration date for the floppy in ¥elid Through field.
d. Click theWrite User Disk button to encode the floppy.
e. Remove the floppy when you are done.
8. Click OK on the User Edit window when you are done.

ACCESSING SECURED AREAS

Once security levels and users are defined, Usess$ log in to access those functions. Select/Rilser Log-In
from the main PrintBoss screen. Enter your Usezf@pr Name. Enter a password if it is requirehnly a disk
is required, make sure it is in the correct drieéobe selecting OK.

CHANGING USERS

When one PrintBoss user is finished and a secondidWiie to access security on the same workstattecurrent
user does not need to log out. The new userqggstih. Only one user is ever considered logged PrintBoss on
the same workstation. Select File / User Log-Olemvall users are finished to exit the securityuiess.

A user is automatically logged out of PrintBossaomorkstation when the PrintBoss application iseth No user
is logged in when PrintBoss is first launched uslid® option tdAuto Login Matching Windows Usessselected
from the Security / General Settings tab and tieeeematch in the PrintBoss Advanced User Rights li

OTHER SECURITY OPTIONS

Other security options can be selected on the @&Bettings tab of the Security Settings windowieB
descriptions of these options are provided in ttieWing table.

Security Option Description

Suppress printing signatures in Prevents a secure signature (file with the extensfasig) on a document from

Archive Reprints printing when the document is reprinted from PrivgB Archives (File/Open
Document Archives).

Master Password Change the Master Password thérfiesyou use Security and anytime the

Supervisor position changes.

Auto Login Matching Windows| PrintBoss will automatically login a user when thélindows User name

Users matches an entry on the PrintBoss Advanced UsdrtRlipt (Options/Security).
Display ONLY primary fields | Select this option to suppress account informatiothe PrintBoss Bank List

in the bank list browse (Edit/Bank List) and only display Bank Code, Bambi®pt, and Bank Name.
Enable/Disable User Bank Enable or Disable the Security tab on the PrintBResk Edit window

Security in Banks (Edit/Bank List). See Chapter Bank Securityfor more information.

Signature Disk Log (Enterprisg Activate the SigDisk Usage Log and set the retanpieriod for the log in days.
Edition Only) This feature is only available in the Enterprisesian of PrintBoss.
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TEXT SECURITY

Another way to help prevent fraudulent changes &eture the text on the document. Typically, éx¢ that needs
the most security is the amount on a check. ®dhewing features discourage or make it impossibleanyone to
change the check amount once the document is grinte

SECURETEXT COMMAND
This special text command automatically formats (akpha or numeric) in a graphical layout. Thare two types
of secure text: Custom and Standard Block Numeric.

The Custom option creates a rectangle behind #t@bgect and can be used for alpha and numeriotgects.
The Std Block-Numeric option is used for numerit tenly. The word$ay Onlyare added and the numbers are
formatted, shaded, and the word for each numtetded. This is typically used for check amounts.

See Training Notes entitlé®orm Filesfor more information on the Secure Text and Regftanommands.

RECTANGLE COMMAND

The rectangle command can display a pattern behtedt object or signature, making it difficult fanyone to
modify it once printed. This same command candalin front of text to mask it. One example iskirgg or
hiding the first 5 digits of the social securitymioer on the advice of a payroll check.

White text (or negative printing) can be used wiitis command to make it more difficult to modifyettext. The
Vertical Fade or Horizontal Fade pattern shouldi®ed with negative printing.




GENERAL SETTINGS

SECURITY METHOD

The recommended security is tBndardmethod. Thédvancedmethod allowdJser DisksandUser Logingo
be used to access secured features. Atlvancednethod may be selected by default in older vess@drPrintBoss
that had security activated and then upgradedetoéhver version.

SUPPRESS PRINTING SIGNATURES IN ARCHIVE REPRINTS
Check this option to prevent a secure signatuke\{fith the extension of .sig) on a document frainting when
the document is reprinted from the Archive files.

MASTER PASSWORD

TheMaster Passworik used to access the security settings withintBoss. The initial passwordaslmin A
dialog box will confirm any changes to this fiel@his password is also used for duplicating sigreatlisks. This
password is NOT linked to logging in to PrintBossaauser. It is recommended thaiaministratoruser account
be defined with a different password to have falless to the PrintBoss program once security has detivated.

CONFIRM MASTER PASSWORD

This confirmation dialog box only appears if thedta Password is changed. If the confirmation ca¢snatch
the new password exactly, the security window malt close. An error message will warn that the passwords
do not match and that both must be re-entered. p@ksword is CASE SENSITIVE.

DRIVE WHERE USER DISK RESIDES
This option is only available when the Advancedusiéz method is selected. Indicate the system wlidee letter
for user disks.

ENCRYPT E-MAIL PASSWORD ON E-MAIL SETTINGS PAGE
This option displays ***s in the Password fieldtbe SMTP / Mail Hosts tab of E-mail Settings foivacy.

AUTO LOGIN MATCHING WINDOWS USERS
PrintBoss will automatically login a user basedlgir Windows User name if there is a match inRhietBoss
users list (on thédvanced User Rightab) when this option is selected.

DisPLAY ONLY PRIMARY FIELDS IN BANK LIST BROWSE
Select this check box to only display primary béields (Bank Code, Bank Prompt and Bank Name) nBank
List (EDIT / BANK LIST).

ENABLE BANK SECURITY
Access to each bank account can be controlledddiministrator when bank security is enabled.
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SIGNATURE DISK LOG — ENTERPRISE VERSION OF PRINTBOSS ONLY

Logaing Active
Select this check box to activate a log file fouysignature disk(s).

SigDisk Log Retention in Days
Set the retention period for the SigDisk log file.

BASIC USER RIGHTS (STANDARD SECURITY MODE)

Determine security by menu function. Check alldtions you want all users to access. Functionsateanot
checked require specific permission assigned ®eaan theAdvanced User Rightab. Otherwise, the function is
not available to the user.

SECURITY REQUIRED (ADVANCED SECURITY MODE)

This tab is only available when Advanced is seltei®the Security Mode on the General Settings $abect the
menu functions that require security. There ar@tiypes of access — password and user disk. Noiseis

required to access a function if there is no chieaither theUser Logged Iror User Diskcolumns. Functions
checked in théJser Logged Ircolumn require the user to login to PrintBoss waithassword to access the function.
Otherwise, it will not be available on the menwnegtions checked in tHgser Diskcolumn require an encoded
disk be used for access. Select check boxes mdmtimns to require User Login along with the oba disk.

ADVANCED USER RIGHTS (STANDARD SECURITY MODE)

The administrator can define users on this tabaasthn access to specific features not availaldd tesers. Click
the Plus (+) button to add a user. Enter the Msene and Password in the User Edit dialog box.feldtures that
are grayed out are automatically available to sdira. Select additional options to assign to tieeat user. The
Uncheck All button will deselect all optional feets (those that are bold). The Check All buttdecte all
optional features. Click OK to save changes aidgcting the appropriate features.

ADVANCED USER RIGHTS (ADVANCED SECURITY MODE)

The administrator can define users and assign sitaepecific features not available to all usérse type of
access (password and disk) is also defined. @ielPlus (+) button to add a user. Enter the Msene and
Password in the User Edit dialog box. All featutteest are grayed out are automatically availablalltasers.
Check features on the list to provide access feruber. ArL next to a field indicates a user password is regui
for access. A next to a field indicates a user disk is requiidaccess. M next to a field indicates BOTH a
user login AND a user disk are required for accétthis user only needs a password for accegk CK.

WRITE A USER DisK
If this user needs a User Disk, enter the destinatiive and set the expiration date for the dishter a password
in the field under the User Name to password ptdtexdisk. Place a floppy disk in the drive andtéVUser Disk.

READING A USER Disk

The user name and expiration date of a user digkbmaverified. Open Security in PrintBoss and etite Master
Password. The security method should be set t@adchd on the General Settings tab. Select therfeebUser
Rights tab and either edit a current user or adehMauser by clicking on the plus symbol. Put tisk ¢h the floppy
drive and choosBead User Disk The user properties will appear in the User &itidow. ClickOK after reading
the disk. You may edit the user properties okalancelto exit without saving changes.




