Implementing OAuth2.0 in PrintBoss

To implement OAuth2 for Office 365 and Gmail you will need to have the Enterprise Edition of PrintBoss. The following
screens will step you through turning on this feature.

Go in to your Email Settings screen.
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Next you will need to add your Office365 user ID in the User ID field followed by clicking on the Office365 Setup Notes
Button and choose Prefill Office365 Settings.
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It will prefill various settings, one of which is the OAuth2.0 option as the Authentication Method. This will also toggle the
OAuth 2.0 Settings tab, which you will automatically be directed to so that you can authorize PrintBoss to send emails on



your behalf. If you choose Gmail, it will not automatically set this option since you can still use the default login
methods. Click OK on the information dialog to continue.
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You will now need to select your service and click the Authorize button. If you haven’t entered your User ID on the
SMTP Information screen you will be instructed to do this before continuing.
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'ﬁ SMTP / Mail Hosts settings are saved for this windows user according to the Common Users choice. (Click to change)
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If wour server reguires 0Auth2.0 authentication you will first need to select vour option here and click the "Authorize”
button. it will then open a browser and have you log in and then PrintBoss will fetch the appropriate tokens. These
tokens wil be used to log you in when processing your email batches.
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Once you click the Authorize button a browser window will open and you will then need to log in to your
Office365/Gmail account. At the end of logging in you should see the screen below. Your company may have additional
login requirements and you will need to get in contact with your IT department to navigate through those till you get

this screen.
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After you’ve finished logging in and allow PrintBoss to use your account you will see the tokens similar to what is shown
below. You can now send a test or process emails directly from your work file. Click OK to save your new settings and

tokens.
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If wour server reguires OAuthZ.0 authentication you will first need to select your option here and click the "Authorize”
button. | will then open a browser and have you log in and then PrintBoss will fetch the appropriate tokens. Thege
tokens wil be used to log you in when processing your email batches.

Service

() Disable Access Token:
ey 0eXAIQUKNY 1 QILCIub25ZSBImMRO L1 SWZmIEQOSlaEdKSzNIKIZIUDINMm1 INUe3TDhRSXRscm
@ Office 385 Refresh Token:
i) GMail 0.ARwAJeBS0WKyTEIms fudhaSzbCp-MKyLCEUmozngdLZTgUcACY AgaBALAEASADDLAINVDT
Token Type: Token Expires at (UTC):

Bearer 2022-058-25 20:58:23.632

E-mail Info a Send Test DK Cancel
pa




You will see that there is a Token Expires field on the settings screen. The OAuth system requires you to get new tokens
periodically, that is what this time indicates. It is in UTC time so most likely will not match your local time. When you are
sending emails you will see when it is refreshing the tokens by watching the Status at the bottom of the send dialog.
Many users don’t have this display so you may never know this is happening.
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As of this writing the Gmail settings will work but we are waiting for Approval from Google to make them public. If you
need this feature we can add you to our small test group and you can then use the OAuth features for Gmail.



